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MOTIVATION
Security paradigm Shift

•35% increase in Cyber crime from 2014 to 2018 and it is still increasing 
•Overall loss > $2.7 billion

Increase in Cyber Crime (US FBI)

•File less execution
•Complex malware type i.e., Metamorphic and Polymorphic
•Signature based detection to behavior-based detection

Sophisticated Attack vector used by Adversaries

Rise of Cyber structured and unstructured data

•Difficult to analyze
•No Knowledge Graph/ Knowledge database

Growth of cyber-Knowledge over time

•Usage of new tactics across threat actor
•Cross usage of tools

Rapid change in Tools and tactics

https://www.fbi.gov/news/pressrel/press-releases/fbi-



RECENT CYBER TRENDS 1000 + Blogs Per day
20000 + Words
100 + Cyber entities
Many more …..



Top 5 questions for 
Cyber Defenders

Can I keep a track of all adversaries ?

Can I observe the temporal behaviour of cyber attacks in 
nutshell ?

How can I predict the next attack by looking at all cyber 
entities ?

Risk posture of my organisation is covered ?

Who is behind my Organisation ?



Can Knowledge 
Graph help ?
• “KGs provide us a novel aspect to 

describe the real world, which stores 
structured relational facts of concrete 
entities and abstract concepts in the 
real world. KGs mainly contain two 
elements, i.e., entities that represent 
both concrete and abstract concepts, 
and relations that indicate 
relationships between entities ~ RDF 
(resource description framework)”

• Ex: Beijing is the capital of China. In 
KGs, we will represent this fact with 
the triple form as (Beijing, is capital 
of, China).

Company KG application

Microsoft Bing search engine, LinkedIn data

Google Search engine

Facebook Networking

eBay Product catalog

(Knowledge Representation Learning: A Quantitative Review Yankai
Lina , Xu Hana , Ruobing Xiea , Zhiyuan Liua,∗ , Maosong Suna
2018)



Applications of KG:

• Provide a shared substrate of knowledge within an
organization, allowing different products and applications to
use similar vocabulary and to reuse definitions and
descriptions that others create

• provide a compact formal representation that developers can
use to infer new facts and build up the knowledge

• word similarity computation [6]
• word sense disambiguation [7, 8]

• entity disambiguation [9]

• semantic parsing [10, 11]
• text classification [12, 13]

• topic indexing [14]
• document summarization [15]

• document ranking [16]

• information extraction [17, 18]
• question answering [19, 20]

Security Knowledge Graph is the Key ?

(Knowledge Representation Learning: A Quantitative Review Yankai Lina , Xu Hana , Ruobing Xiea , Zhiyuan Liua,∗ , Maosong Suna 2018)



How to build Security KG for threat prediction

Cyber Structured/Unstructured data (Blogs, 
Twitter etc.)

Conceptual Knowledge (Ontology)

Referential Knowledge (Vocabulary/Entities)

Entities Relationship

RDF (h,r,t) using NER
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Knowledge Representation Learning

Downstream tasks (Query, Question Answering , 
inference , Missing node prediction etc.) 

Embedding (low dimension vectors) - Trans E



Ontology

Nodes:
• Software/Malware/Tool : An entity that relates to a piece of code usually 
used as tool such as Office or Unix operating system. An entity that refers to 
malicious code and/or software which is inserted into a system.

• OS : An entity that defines the operating system.

• Attack-pattern/Technique : An entity that refers to steps that could result in 
an active attack on an individual or group of users.

• Group/Actor : An entity that refers to grouping of activities that could lead to 
a malicious attack

Relationship :
• uses : Relationship where the subject entity belongs to a campaign or malware 
class and object entity belongs to a tool or software class, wherein subject entity 
aims to leverage object entity to carry on an attack.(Malware , Uses , OS) & (Actors , 
uses , Techniques)

• attributed-to : Relationship where the subject entity belongs to campaign or 
intrusion-set class and object entity belongs to threat actor class wherein subject 
entity is attributed to object entity. (Malware , attributed-to , Actor)

https://unifiedcyberontology.org/

https://unifiedcyberontology.org/


DATA COLLECTION
OTX Pulse Blogs Via API 

Blogs

1. Alienvault otx pulse: (Dataset - 3286 , Major Columns : Adversaries , Malwares , Description about the blog,  File and IP indicators and so 
on)

1. Web 
Scraping 

2. API calls

HTML parser to 
extract blog 
content

0       recently obtained technical evidence now allow...
1       transparent tribe also known as apt36 and myth...
2       internal alien labs research has identified ne...
3       in april the dfir report saw a threat actor go...
4       since april 2021 cisco talos has observed upda...
5       sentinellabs has discovered five high severity...
6       in january trend micro encountered a new ranso...
7       mandiant has identified multiple darkside vict...
8       at the beginning of january 2021 a new android...
9       in late february 2021 f secures managed detect...
10      recently unit 42 researchers spotted a upx pac...
11      more than a year after operation drbcontrol a ...
12      fake banking apps laced with malware continue ...
13      morphisec has recently monitored a highly soph...
14      in this blog post kaspersky focuses on key fin...
15      the cybercrime underground often mimics behavi...
16      as tensions between azerbaijan and armenia con...
17      ousaban is a latin american banking trojan act...
18      mandiant has observed an aggressive financiall...
19      a recent incident with a new sophos managed th...
20      the fox it ncc group research and intelligence...
21      in early april trend micro observed a new info...

https://otx.alienvault.com/
* Under permissible API

https://otx.alienvault.com/


Data Preprocessing for NER model
0       recently obtained technical evidence now allow...
1       transparent tribe also known as apt36 and myth...
2       internal alien labs research has identified ne...
3       in april the dfir report saw a threat actor go...
4       since april 2021 cisco talos has observed upda...
5       sentinellabs has discovered five high severity...
6       in january trend micro encountered a new ranso...
7       mandiant has identified multiple darkside vict...
8       at the beginning of january 2021 a new android...
9       in late february 2021 f secures managed detect...
10      recently unit 42 researchers spotted a upx pac...
11      more than a year after operation drbcontrol a ...
12      fake banking apps laced with malware continue ...
13      morphisec has recently monitored a highly soph...
14      in this blog post kaspersky focuses on key fin...
15      the cybercrime underground often mimics behavi...
16      as tensions between azerbaijan and armenia con...
17      ousaban is a latin american banking trojan act...
18      mandiant has observed an aggressive financiall...
19      a recent incident with a new sophos managed th...
20      the fox it ncc group research and intelligence...
21      in early april trend micro observed a new info...

LEXICAL FEATURES
1. Remove punctuation
2. Removing multiple line breaks
3. Make all lowercase
4. Create phrases instead of tag 

words
5. Missing Value treatment
6. Lemmatization and stemming

0       recently obtained technical evidence now allow...
1       transparent tribe also known as apt36 and myth...
2       internal alien labs research has identified ne...
3       in april the dfir report saw a threat actor go...
4       since april 2021 cisco talos has observed upda...
5       sentinellabs has discovered five high severity...
6       in january trend micro encountered a new ranso...
7       mandiant has identified multiple darkside vict...
8       at the beginning of january 2021 a new android...
9       in late february 2021 f secures managed detect...
10      recently unit 42 researchers spotted a upx pac...
11      more than a year after operation drbcontrol a ...
12      fake banking apps laced with malware continue ...
13      morphisec has recently monitored a highly soph...
14      in this blog post kaspersky focuses on key fin...
15      the cybercrime underground often mimics behavi...
16      as tensions between azerbaijan and armenia con...
17      ousaban is a latin american banking trojan act...
18      mandiant has observed an aggressive financiall...
19      a recent incident with a new sophos managed th...
20      the fox it ncc group research and intelligence...
21      in early april trend micro observed a new info...



DATA FEATURIZATION 1

0       recently obtained technical evidence now allow...
1       transparent tribe also known as apt36 and myth...
2       internal alien labs research has identified ne...
3       in april the dfir report saw a threat actor go...
4       since april 2021 cisco talos has observed upda...
5       sentinellabs has discovered five high severity...
6       in january trend micro encountered a new ranso...
7       mandiant has identified multiple darkside vict...
8       at the beginning of january 2021 a new android...
9       in late february 2021 f secures managed detect...
10      recently unit 42 researchers spotted a upx pac...
11      more than a year after operation drbcontrol a ...
12      fake banking apps laced with malware continue ...
13      morphisec has recently monitored a highly soph...
14      in this blog post kaspersky focuses on key fin...
15      the cybercrime underground often mimics behavi...
16      as tensions between azerbaijan and armenia con...
17      ousaban is a latin american banking trojan act...
18      mandiant has observed an aggressive financiall...
19      a recent incident with a new sophos managed th...
20      the fox it ncc group research and intelligence...
21      in early april trend micro observed a new info...

Syntactic Features

Semantic Features

1. POS Tagging
2. Orthographic Features 

(ismixcaps,ispunction,isothersymbol
s,isAlpunct and contains apt)

1. W2Vec embedding trained on 
cyber corpus (Size - 50)

X array

https://en.wikipedia.org/wiki/Word2vec



DATA FEATURIZATION 2

0       recently obtained technical evidence now allow...
1       transparent tribe also known as apt36 and myth...
2       internal alien labs research has identified ne...
3       in april the dfir report saw a threat actor go...
4       since april 2021 cisco talos has observed upda...
5       sentinellabs has discovered five high severity...
6       in january trend micro encountered a new ranso...
7       mandiant has identified multiple darkside vict...
8       at the beginning of january 2021 a new android...
9       in late february 2021 f secures managed detect...
10      recently unit 42 researchers spotted a upx pac...
11      more than a year after operation drbcontrol a ...
12      fake banking apps laced with malware continue ...
13      morphisec has recently monitored a highly soph...
14      in this blog post kaspersky focuses on key fin...
15      the cybercrime underground often mimics behavi...
16      as tensions between azerbaijan and armenia con...
17      ousaban is a latin american banking trojan act...
18      mandiant has observed an aggressive financiall...
19      a recent incident with a new sophos managed th...
20      the fox it ncc group research and intelligence...
21      in early april trend micro observed a new info...

MITRE list of Actor, 
Malware, Technique 

1. Attackcti python API
2. Tag BIO for each document

Y array

Operating System (OS) 
list

Nodes

Relationship
Rules

if x=='Malware' and y=='os':
relation='uses'

elif x=='BActor' and y=='Technique':
relation='uses'

https://attack.mitre.org/

Goblin Panda APT is the
B I          I O   O

https://attack.mitre.org/


MODEL BUILDING & VALIDATION

1. Conditions Random Field with hyper parameter tuning
2. Saving model object in ‘pkl’ format

CRF Model output

- Model performed really well with an overall CV score of 99%.



SECURITY KG
Tail - APPLE (Malware , Uses , OS) 



KRL EMBEDDING FOR DOWN STREAMING TASK

TransH
TransR/CTransR

TransD
Transparse

TransA
TransG

KG2E    TransE

KRL (Knowledge Representation Learning) usually wants to encode the semantic meaning of entities and 
relations with their corresponding low-dimensional vectors.

KRL models - Linear Models (Structural embedding -> Semantic matching energy -> Latent factor model -
>Distmult -> Analogy -> Neural Model -> Translation Model C(king) − C(queen) ≈ C(man) − C(woman),--> 
Holographic Models -> Complex Embedding (Eigen vector)

Examples:

(Knowledge Representation Learning: A Quantitative Review Yankai Lina , Xu Hana , Ruobing Xiea , Zhiyuan Liua,∗ , Maosong Suna 2018)



KRL EMBEDDING 
USING TRANS E 

• Trans E Algo with hyperparameter tuning
• Loss function – Softplus
• Model performed well with loss 

gradually decreasing and converging



KRL NODE PREDICTION 
(Test set)

• Tail Prediction:
(NANOCORE, uses, ?)

• Relationship Prediction:
(NANOCORE,?,WINDOWS)

• Head Prediction:
(?, uses, WINDOWS)

- Node prediction is 100% correct with high probability nodes are 
in the higher rank



KRL NODE PREDICTION 
(unseen set)

• Tail Prediction:
(ELDERWOOD,uses, ?)

• Relationship Prediction:
(ELDERWOOD,?,EXPLOITS)

• Head Prediction:
(?, uses,EXPLOITS)

- Node prediction is not correct and needs improvement.



CHALLENGES IN 
SECURITY KG & KRL

• data sparsity and growing computational inefficiency• Complex Relation Modeling -1-to-n, n- to-1 and n-to-n 
relations• Low Quality of KGs ~ conflict of error• Large Volume of KGs• Endless Changing of KGs• Entity disambiguation and managing identity• Knowledge extraction from multiple structured and 
unstructured sources• Managing operations at scale• Knowledge inference and verification• Federation of global, domain-specific, and customer-
specific knowledge• Security and privacy for personalized, on-device 
knowledge graphs

Can Online training solve the dynamic changing KG ?

* Sources are given in Reference section



Online Training for 
KRL ?

“In computer 
science, online machine learning is 
a method of machine learning in 
which data becomes available in a 
sequential order and is used to 
update the best predictor for future 
data at each step, as opposed to 
batch learning techniques which 
generate the best predictor 
by learning on the 
entire training data set.”

https://en.wikipedia.org/wiki/Online_machine_learning
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